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Bounded Model Checking [2] is an approach to the LTL model check-
ing problem which uses an encoding to Boolean satisfiability. The encod-
ing as defined by Biere et al. [2] has certain shortcomings, particularly in
the size of the clause forms that it generates. We address this by making
use of the established correspondence between temporal logic expressions
and the fixed points of functions [7], used in other model checking systems
such as SMV [11].

1 Introduction

Model checking is the process of verifying the behaviour of a dynamic system, where a
model of the implementation of a system is compared with a mathematical specification
of an intended behaviour of the system. A typical application for model checking is in
the field of hardware verification: a model checking tool may be able to find bugs in a
hardware design long before the product enters construction and testing.

Bounded model checking (BMC) [2] was proposed as a solution to some of the
problems of conventional BDD-based symbolic model checking such as space explo-
sion by introducing a temporal bound. The problem can then be encoded as a Boolean
formula; the output of a BMC tool is a conjunction of state transition functions and
state verification functions. State of the art Boolean satisfiability solvers can now be
used to tackle model checking problems, such as Chaff [12] and Sato [14]. Certain
modal operators can be handled by including a check for loops in the state transitions.

Although bounded model checking (BMC) has found some industrial acceptance [5],
it suffers from an encoding which produces an exponential number of clauses in the
depth of the specification. The present work is concerned with reducing this size ex-
plosion, and hence making BMC more accessible.

1.1 Mode Checking

A model checking problem is a pair (M, f) of a model and a temporal logic specifica-
tion.

A model M is defined as a Kripke structure (S, R, L, I) where S is a set of states;
R :S — S is the transition relation; L : S — P(AP) is the labelling function, marking
each state with the set of atomic propositions (AP) that hold in that state; and 1 is the
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Figure 1: The Bounded Semantics of LTL

set of initial states, which may be equal to S. A path 7 € M is a sequence of states
So, S1,. .. € M such that Vi.(s;, si+1) € R. We write z(i) to refer to the ith state in the
path.

The model checking problem for LTL is to verify that for an LTL formula f, for all
paths 7rj € M such that 7;(0) € I, (M, ;) E f.

1.2 TheBounded Semanticsof LTL

The semantics in Figure 1 are based on the bounded semantics given by Biere et al. [2]
and the unbounded semantics given by Clarke et al. [4]. LTL formule are path formule,
with semantics given for a path 7 lying in the model M. We write (M, ) |:L f if f holds
in the ith state along k-bounded path 7. We abbreviate |=E as Ex.

We say the a path 7 is a k-loop if the kth state in 7 is identical to the ith state, where
0 < i < k. Note that we give the semantics here only in terms of paths starting in I,
rather than the more conventional notation of path suffixes.

2 TheBounded M odel Checking Encoding

The bounded model checking encoding represents a single bounded path mgyc of
length k as a propositional formula, and checks that it violates the bounded seman-
tics (see below) of the specification f. That is, that (M, rgmc)kx f. We will write the
bounded model checking encoding of a problem with bound k as

M, 7z, =1k
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Table 1: The BMC Encoding for LTL

Biere et al. [2] show how incorporating a check for loops in the transition graph
makes bounded model checking complete for sufficiently large bound k. The resulting
theorem is paraphrased here.

Theorem 1. Let f be an LTL formula, M a Kripke structure, and z a path in M. Then
(M, ) E f iff there exists k € N with (M, 7r) = f.

The encoding is structured as a conjunction of constraints requiring rgmc to be a
valid path in M and be a counterexample of f. The “valid path’ constraint is a propo-
sitional encoding of the transition relation. We can see from the semantics (Table 1)
that there are two ways of violating each operator in the specification, depending on
whether mymc is a k-loop; the ‘counterexample’ constraint is therefore a disjunction of
the ways in which the specification may be violated.

Given the functions L () which holds when = is a k-loop with 7(k) = =(I) and
Li(n) = \/:‘:0 1Lk which holds when 7 is any k-loop, the general translation is defined
ast:

k
[M., fTi = [M. QA | (b A L 20Q) v \/ (L) AL ADR) | (1)
1=0
[[M, 7]lk denotes the encoding of the transition relation of M as a constraint on r with
boundk; [ f, n]]:( and |[[f, n]]:( denote the encoding of the LTL formula f evaluated along
path 7 at time i, where = is a non-looping path and a k-loop to | respectively. These
encodings are given in Table 1. Biere et al. show the correctness of some of these
encodings in [2]; we will not repeat their proofs here.

3 Fixpoint Characterisationsfor LTL

Emerson and Clarke [7] give fixpoint characterisations for CTL,; these are easily adapted
for LTL. They are given for unbounded temporal logic, however the fixpoint character-
isations are preserved for most of bounded LTL since we have bounded semantics for
X. We note that the characterisation of G is valid if and only if the path is a k-loop; we
encapsulate this constraint in the new operator X; with semantics

{(M,n(i +1)) Ex 1 ifrisak-loop
1

M, ) E X f; &
(M.7) e X1 T otherwise

1This comes from definition 15 in [2]




Each bounded LTL formula f is identified with a set of paths in which it holds — the
set {x|(M, ) =« f}. This allows us to give the following characterisations as the least
and greatest fixpoints of functions on sets of paths:

Ff]_:/lz.f]_VXZ Gfi=vZ.fiAXZ
[f]_U fz] =/Jz.f2V(f1/\XZ) [flR f2] = Vz.fz/\(f;LVXZ)

Clarke et al. [4] give proofs for the characterisations for the (unbounded) CTL operators
EG and EU, which may easily be adapted to LTL both for the bounded semantics and
for the other operators. We prove the characterisations for the (bounded) operators G
and F in a similar way; the other characterisations may be proven in a similar manner.

Lemma 2. 7(Z) = f; A X; Z is monotonic

Proof. To prove that P; € P, = 7(P1) C 7(P2), consider path = € 7(P1). We know
that (M, ) Ex f1 A X, Z. From the definition of £k, (M, ) Ex f1 and if & is a k-loop
with suffix n’, n” € P3. Since Py € Py, n’ € P, and hence r € 7(Py).

If 7 is not a k-loop, then 7(P1) = 7(P2) = 0. m|

Lemma3. Let 7(Z) = f1 A X; Z and let 7°(T) be the limit of N 7'(T). For all 7 € M,
if 7 € 7'°(T) then (M, ) ¢ f1 and if xr is a k-loop with suffix #” then n” € 7'°(T).

Proof. Let x € 7°(T). Since M is finite and 7 is monotonic, 7(z'2(T)) = 7°(T), and so
n € 7(7'°(T)). Using the definition of 7, we know that (M, z) = f1 and if x is a k-loop
with suffix 7’ then ’ € 7'o(T). m]

Lemmad4. G fy is a fixpoint of the function 7(Z) = f1 A X, Z.

Proof. Consider a r such that (M, ) =x G f1. From the definition of , if  is a k-loop
with suffix 7’ then (M, 7’) = G f1, and hence (M, 7y =« X G f1. i

Lemma5. G f; is the greatest fixpoint of the function 7(Z) = f1 A X, Z.

Proof. We prove this by contradiction. Suppose we have some F such that F is a
fixpoint of r and G f; c F. There must be some path = € F which is not contained in
G f;. Since F ¢ (T), by monotonicity F C 7'(T) for any i. Therefore = € 7'o(T) and
by Lemma 3,  is a k-loop of states such that each state satisfies f;. Thus (M, n)
G f]_. O

Lemma 6. 7(Z) = f; v X Z is monotonic

Proof. As above, let P; C P, and consider path 7 € 7(P1). Since (M, x) ¢ f1 v X Z,
we deduce that either (M, 71) ¢ 1, hence & € 7(P>); or for the suffix o’ of x, if 7 is a
k-loop or n” starts less than k steps from an initial state, then =’ € P1. Since P; C Py,
' € P, and hence 7 € 7(P2).

If 7 is not a k-loop and =’ is not less than k steps from an initial state, then 7(P1) =
T(Pg) =0. O

Lemma7. Let 7(Z) = fi v X Z and let 7'°(1) be the limit of | J; 7'(1). For all = € M,
if 7 € 7'o(L) and (M, n)i f1 then if  has a suffix 7’ then n” € r'o(L).

Proof. As above, let 7 € 7°(1L). By monotonicity, 7(r'9(.L)) = 7'°(1), so 7 € 7(7'°(1)).
Therefore either (M, 7) E fy or if 7 has a suffix 7/, (M, 7') Ex 7'°(L). O

Lemma 8. F f; is a fixpoint of the function 7(Z) = f; v X Z.



Proof. Consider a = such that (M,n) Ex F f;. From the definition of k&, either
(M, ) ¢ f1, or if w has a suffix 7’ then (M, ") ¢ F fy and hence (M, n) Ex XF f1. O

Lemma9. F fy is the least fixpoint of the function 7(Z) = f; v X Z.

Proof. As above, we prove this by contradiction. Consider F, which is a fixpoint of t
and F f; > F. There must be some path = € F f; which is not contained in F. Since
F 2 (1), by monotonicity F 2 7'(L) for any i. Therefore ¢ 7'°() and by Lemma 7,
there is no state on the path in which f; is satisfied. Thus (M, m)¥« F fi. m]

4 Fixpoint-Based Encodings

Gabbay’s Separation Theorem [10] states that arbitrary temporal formula may be writ-
ten in the form G (A;(Pi = F;)) where P; are (strict) past time formule and F; are
(non-strict) future time formulee.

Fisher, building on MerateM [1], an executable temporal logic, defined a normal
form for temporal logic based on the Separation Theorem and gave a series of transfor-
mations for reaching it [8]. We have adapted the Separated Normal Form (SNF) here
for bounded LTL (based on the adaptation to CTL by Bolotov and Fisher [3]).

SNF takes the same general form as the Separation Theorem; to adapt the form for
bounded semantics, we need a path operator that captures the concept of all reachable
states. For unbounded LTL, the G operator is sufficient; here we give the semantics for
a modified operator for bounded LTL.

Vii < j.(M,7(j)) Ex f2 if 7 is a k-loop

M, 7) L Gy f DT . .
(M) i G 1@{\HJSJ<|<~(|\/|,7r(J))|=k f,  otherwise

Gk has the same relationship (with regard to fixpoints) with X as G has with X;. Intro-
ducing this operator allows us to restate the general form as

G ( APi= Fi)]
i
Since LTL and CTL have no explicit past-time operators, Bolotov and Fisher [3]
introduce the start operator, which holds only at the beginning of time.
(M, 7) k|, start & (i) € |

The addition of this single operator is sufficient to allow Fisher’s transformations to be
used almost unchanged.
The rules P; = F; are of the following form:

start = \/ I An initial rule /\ li = X \/ Ij  Aglobal X;-rule
i i i

/\ li= X \/ I; Aglobal X-rule /\ li=F \/ I Aglobal F-rule
i i i i

and where I; and |; are literals.

The transformation functions T (W) recursively convert a set of rules which do not
conform to the normal form into a set of rules which do. To convert any temporal logic
formula f to SNF, it is sufficient to apply the transformation rules to the singleton set



{start = f}. For brevity, we do not list the full set of transformations here; in general
they are trivially adapted from those in [3], or from standard propositional logic.

x= X (f AX)
P=gVv(fAx)
Tu((P= fUQUPY)=<x=>X(@V(fAX) U¥P
P=Fg

TG({P=>Gf}U‘P)={ P=1AX }Uly

Trea(IP = G f(FG) U W) = {P X:;GFféX)} P

In each of the above transformations, a new variable x is introduced: the conversion
to SNF introduces one variable for each fixpoint characterisation (in the first two trans-
formations above) in addition to the renaming variables used to flatten the structure of
the formula (in the last transformation above).

4.1 Correctness of SNF Transfor mations

We take the outline of the proof from [9]. For a transformation T to preserve the
semantics of an arbitrary formula f, we require that

for all models M and for all LTL formulae f, (M,r) =k f iff there exists
an M’ such that M ~* M’ and (M, 1) =k 7(f)

where x is a new propositional variable introduced, and M ~* M’ if and only if M
differs from M’ in at most the valuation given x. We express this in temporal logic
with quantification over propositions (QPTL)? as ket f & IX.T(f). The proof is
given for the case that the rule set is a singleton set, since for all transformations, T
is independent of . The proofs may easily be extended to non-empty . The proof
below is for the transformation associated with the G operator, but is adaptable to other
transformations.

Lemma 10. For sufficiently large k, (M, ) ¢ G f1 if and only if (M’, 7) Ex (X A f1)
and (M’, m1) Ex Gk(x @ X|(x A f1)) where M ~X M’.

Proof. Consider the fixpoint expression from Section 3, 7(Z) = fy AX; Z. We introduce
the variable x such that for all n,

(M, 1) ER x & (M, ) ER X; 7 "(true)

By substituting the definition of 7 once and the definition of x, we have (M’, ) E; X &
(M’,7) =R X (fLAX) and by reference to the semantics, (M’, ) =k G (X © Xi(XA f1))

From Lemma 5, (M’,n) Ex x & G f1, and by unrolling = by one step and substi-
tuting the definition of x, we get (M’, n) x f1 A X m]

Theorem 11. For any rule A, gpr. A & IX.Tg(A)

Proof. We prove each direction independently:

2See [13] for full details; briefly, (M,i) & Ip.A iff there exists an M’ such that (M’,i) = A, and M’ and
M differ at most in the valuation given to p.



® QPTL A= HXTg(A)

From the definition of SNF, the set of rules {A} represents the expression Gx(P =
G B). We substitute the result of Lemma 10:

Gk(P=GB) = IxGk(x e X|(XxAB))AGK(P = (xAB))
= AXGk((x © X|(x AB)) A (P = (xAB)))

which implies the set of rules {x = X;(x A B), P = x A B}.

® FQPTL HX.TG(f) = f

Starting with the transformed set of rules {x = X;(x A B), P = x A B}, and
exploiting the corollary of Lemma 10, (M’, ) Ex (X A f1) © (M", 7)) Ex G fy

Gk((x= Xix AB))A(P= (XA B)))
Gk(x = X|(x A B)) A Gk(P = (XA B))
Gk(x = X;GB) AGk(P = (xA B))
Gk((x = X|GB)A (P = (xA B)))
Gk(P = ((XiGB) A B))

Gk(P = GB)

L

That is, the singleton rule set {P = G B}.

4.2 TheFixpoint Normal Form

A key observation to make about SNF is that it treats F as a fundamental operation.
Since we do not have the same restrictions as the original application domain of SNF
(temporal resolution), it seems appropriate to introduce a transformation which uses
the fixpoint characterisation of F to reduce the set of possible rules even further.

To make the satisfiability meaningful in the context of this transformation when us-
ing bounded temporal logic, we introduce a new past-time operator bound, which holds
only at the temporal bound set on the system. This is used, in effect, as a statement that
the event that we are looking for does not occur in the otherwise unconstrained future.

(M, 7) E} bound & i > k

P= fvx
TE(P=2Fflu¥Y)={ x=>X(fvx) ;u¥
bound = f v =x

The set of permissible rules is now reduced to

start = \/ I;  Aninitial rule /\ li = X, \/ Ij  Aglobal X;-rule
j i j

i
bound = \/ I; Afinalrule /\ i =X \/ I;  Aglobal X-rule
i i j



4.3 Correctness of the Fixpoint Normal Form Transformation

Only one new transformation rule is required to convert from SNF to the fixpoint nor-
mal form; we show a proof of this rule in the same style as Section 4.1.

Lemma 12. For sufficiently large k, (M, ) Ex F f1 if and only if (M’,7r) E« (X Vv f1)
and (M’, m1) Ex Gk(x @ X(x Vv f1)) where M ~* M’.
Proof. This proceeds in the same way as Lemma 10. m]

Theorem 13. For any rule A, Fgpr. A & IX.TE(A)
Proof. Proving each direction independently:
o toprL A = AX.Te(A)
Substituting Lemma 12,

Gk(P=FB) = 3Ix.Gk(x & X(xV B)) A Gk(bound = -x) A Gx(P = (x Vv B))
= 3AX.Gk((x © X(x Vv B)) Abound = -x A (P = (xV B)))

which implies the set of rules {x = X(x v B), bound = -x, P = x Vv B}

e topr. IXTE(f) = f
Starting with the transformed set of rules {x = X(xVv B), bound = -x, P = xv
B}, and exploiting the corollary of Lemma 12, (M’, s;) Ex (X V f1) © (M, i) E«
F f1 iff (M7, i) E Gk(bound = =X)

Gk((x © X(x Vv B)) Abound = -x A (P = (xV B)))

Gk(x © X(x Vv B)) A Gk(bound = =x) A Gk(P = (x v B))

Gk(x & XF B) A Gk(bound = —x) A Gk(P = (x Vv B))

Gk((x=XFB)A (P = (xVB)))

Gk(P = ((XFB)V B))

Gk(P = FB)

L

U

That is, the singleton rule set {P = F B}.

4.4 Encoding the Normal Forms

The methods for using SNF and the fixpoint normal form in the encoding for BMC are
identical; we will not differentiate between them in this section.

The distributivity of Gy follows directly from its semantics; because of the unusual
semantics of start and bound, this means that any LTL formula may be represented as
a conjunction of instances of the following ‘universal’ rules:

start=>\j/lj Gk(/i\|i=>xl \j/'j)
bound=>\j/|,— Gk(/i\|i=>x \j/'j)
Gk(Ali:,Fvlj)



f [f. ~10 i[f, 710
start = f; [ ~T° [, 70
bound = f; [ o, 7T 1L fr, 7K
Gi(f1 = X fo) L Ao (1Lf1, 717 = 1 [, 217+
Gi(f1 = X f2) W5 (Lo 7T7 = [, 2D Ao (1L f1, 717 = 1 [, 217+
Gu(fi = F ) | Apo([fualy = Vieallf27ll7) | Afoo (Tfe 7R = Viqillf2 2l7™)

Table 2: The BMC Encoding for SNF-LTL

Although it is simple to encode these rules using the standard BMC encodings in
Table 1, we can take advantage of the limited nesting depth characteristic of these
normal forms to define the more efficient encodings in Table 2. Note that although we
make use of the BMC encodings, they are only used for purely propositional formule.
No further proof of these encodings is required: they are a trivial simplification of those
proved in [2].

4.5 Commentary

We make a number of observations about the propositional form of the SNF and fix-
point based encodings for BMC.

For propositional f, |[f,7r]]ik = d[f,n]]L, so we deduce from Table 2 that this rela-
tionship also holds for many cases where f is a rule. The obvious optimisation to make
is to introduce an extra constraint to Equation (1) which holds regardless of the whether
7 is a loop; in many circumstances, the checks for the looping nature of - cancel each
other out entirely. While this type of optimisation can be made with the standard BMC
encoding, it only occurs where operators are not nested; the renaming effect of SNF
simplifies the optimisation.

The disjunction in the encoding of the global F-rule leads to very large clauses — up
to k variables. The alternative of using the transformation in the fixpoint normal form
yields a clause or clause set for each consecutive pair of states, in much the same way
as the transformation and encoding of the G operator.

5 Results

The benchmark circuits have been kept deliberately simple as it is the encoding of the
specification not the model that differentiates the encodings discussed above. These
circuits have the advantage that they can be meaningfully scaled up to provide succes-
sively more difficult problems.

A shift register is a storage device of length n which, at each time step, moves the
values stored in each of its elements to the next element, reading in a new value to
fill the now empty first element. That is, storage elements Xg. .. X,-1 and input in are
transfored such that ¥i,0 < i < n- Xj « Xj_1 and Xp « in. The shift register can be
representative of a much more complex step-based process such as a processor pipeline.
The specification that the shift register must fulfil will depend on its application; we
explore a number of response patterns taken from [6]. The specifications grow with the
number of elements in the shift register; in the case of a three element register,
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Figure 2: Number of clauses

o Global response (depth 2) — x» goes high in response to in: G(in = F x3)

e After response (depth 3)— x, goes high in response to in, after x; has gone high:
G (x1 = G(in = Fxv))

e Before response (depth 3)— x; goes high in response to in, before x, has gone
high (this property is only true if all the registers are zero, so we test for empty =
=XpA—X1A=X2 100): [((inAempty) = [-Xx2 U (X2 A=X2) VG =x2)]) U (X2V G X2)]

In addition, we have a simple invariant property which checks that data propagates in
the correct order:

o Invariant (depth 1): G(in = X (Xo A AX(X1 A X X2)))

We duplicate all of the specifications for variable going low rather than high (for
example, G (lin = F (!x2))). Note that none of these specifications alone is sufficient
for a shift register. For example, the invariant specification holds for a system with all
registers stuck on.

There are three encoding procedures, referred to in the graphs as Biere (for the
original encoding from [2]), Snf and Fixpoint (for the encodings defined in Section 4.
We refer to the four specifications for the shift register as (in order of depth) Invar,
Global, After, and Before.

5.1 Number of Clauses

We see in Figure 2 that the number of clauses produced by both Snf and Fixpoint grows,
in general, less quickly than the number produced by Biere, as the length of the reg-
ister increases. The differing gradients follow the behaviour predicted by the differing
depths of the specifications: the slopes decrease with depth indicating a polynomial
improvement in the number of clauses.

10

10°
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Figure 3: zChaff decisions

The advantage of the Fixpoint encoding over SNF is dependent upon the number
of occurrences of G in the specification, since this is the only difference between them.
We see the greatest advantage for Fixpoint in the After and Before specifications, with
two occurrences of G; the first G in the After specification has a smaller encoding than
the second as one of the corresponding rules is an initial rule. The Global specification
has only one occurrence of G; it differs from Invar in the depth of the expression to
which it is applied (1 versus 0).

We can conclude that, as far as the number of clauses is concerned, the Fixpoint
encoding outperforms Snf and Biere in the way that is expected: size and rate of size
increase decreasing with the nesting depth and the occurrence of least fixpoint opera-
tors.

5.2 zChaff decisions

Counting the number of clauses is far from being an effective method of determining
the efficiency of an encoding. We also look at one of the current state-of-the-art SAT
solvers, zChaff [12]. Timing a computer program is inaccurate, so we take the number
of decisions made by zChaff (Figure 3); this has the additional advantage of being
repeatable.

The behaviour is far less clear than for the number of clauses; zChaff is a complex
system. We can pick out trends, however. Broadly, the Fixpoint encoding almost
always results in fewer decisions than the Biere encoding; the Snf encoding does so to
a lesser extent, depending on the specification.

For Snf, Invar and Global broadly follow the behaviour predicted by the clause
counts: Global exhibits a shallower gradient than Invar, corresponding with its greater
depth and indicating a polynomial improvement in the number of decisions. This be-
haviour is also apparent for Fixpoint, although it is much less pronounced for Global:
we see from the Snf vs. Fixpoint graph that Fixpoint only begins to show an advantage
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as the problems get harder.

After shows similar behaviour to Global; indeed, the values appear to be parallel
for Snf. Fixpoint shows a constant factor improvement over Snf.

The most complex specification, Before, seems to show the least improvement: for
both Snf and Fixpoint, the gradient is not significantly less than the equivalence line,
indicating a constant factor improvement. Comparing Snf with Fixpoint, we see a poly-
nomial improvement offset by a constant factor; we would expect to see an advantage
to Fixpoint for very large problems.

While the performance increases with nesting depth for most of the specifications,
the lack of improvement for Before comes as a surprise, considering the more dramatic
results in the previous section. The results for Fixpoint are consistently better than
Biere, and are more uniform; it also outperforms Snf in all cases except Before.

While above we discounted timings as a value for comparison, it is also possible
that the number of decisions is not telling the whole story; the time taken to make
each decision depends on a number of factors, including the number and properties of
clauses in the system.

6 Conclusions

We have described a two new encoding scheme for bounded model checking which
builds on the existing encodings and uses fixpoint the characterisations of LTL. We
have shown that these new encodings are correct, provided that the original bounded
model checking encoding is correct. We have demonstrated a reduction in the number
of clauses generated by the problem which is polynomial in the size of the problem
instance, for both encodings, and also that the improvement in performance in the
SAT checker can be polynomial in the size of the problem instance, depending on the
specification. Finally, we have demonstrated that extending the SNF transformations
with a transformation for the F operator results in similar advantages over SNF in most
cases.
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