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Chapter 1

Background

1.1 Hypothesis

The bounded model checking method can be improved in botimteéaken to encode and the time taken to verify
by considering methods from the field of temporal logic nesoh, as well as by considering its interaction with
the SAT solver

1.2 Rationale

Bounded model checking (BMC) was developed under influerara & number of areas. It may be considered
a variant of symbolic model checking, and it was intendedwercome some of the problems associated with
conventional symbolic model checkers. As computers hagegin capacity and speed, algorithms for solving
Boolean satisfiability (SAT) have become more viable — tffiexability was demonstrated with encodings of
planning. SAT had already been applied to hardware probdertis as equivalence checking, and finding a way of
applying the technology to the model checking problem wasatjzal next step. The logic naturally dealt with in
BMC is linear temporal logic (LTL), while symbolic model atiéng deals with computational tree logic (CTL);
the development of BMC coincided with a renewed interesflih for specifying properties of systems.

Bounded model checking has been developed independemydther LTL model checking methods, and is
very different in style from the fixpoint based methods of symbolic elatiecking for LTL. This leads us towards
a possible method of improving BMC — by lifting methods deyd for symbolic model checking of CTL and
LTL to the bounded context. In particular, the algorithmswibolic model checking for CTL makes use of the
fixpoint characterisation of the temporal operators to bdravn the problem; symbolic model checking for LTL
is achieved by an encoding of the problem to an automatoeseptation.

1.2.1 Bounded Model Checking

Bounded model checking (BMC) [6] was proposed as a solub@ome of the problems of conventional BDD-
based symbolic model checking such as space explosiondoglinding a temporal bound. The problem can then
be encoded as a Boolean formula; the output of a BMC tool imuoation of state transition functions and state
verification functions. In order to retain the ability to m@aheck infinite temporal properties, BMC considers
loop paths paths of a given lengtlk, in which there is a pointsuch thats = s. This is sufficient to show, for
example, that there is a path along which an eventualitymesaurs.



1.2.2 Limitations of Symbolic Model Checking

While BDDs are often a veryfgcient method for the representation and manipulation ohatfan, some func-
tions cannot be compactly represented in this way. Oneqoigattiexample, integer multiplication, was recognised
by Bryant [9]: he calculates a lower bound &f®vertices for am-bit multiplier. Empirically, he found that an
8-bit multiplier required no more than 5000 vertices, andrfo- 10, over 100 000 vertices are required. Model
checking such circuits is generally impractical becausbefe huge storage requirements.

The worst case space complexity of BDDs is exponential imtiraber of variables; this means that the worst
case space complexity of symbolic model checkers is alsorexgial. DLL satisfiability procedures are linear
space in the number of clauses; a transition function mayopgested to clause form with only a polynomial
increase in space [38]. Provided that the specification neagrizoded in polynomial space, the worst case space
complexity of BMC is only polynomial in the size of the probigalthough it may be as bad as exponential space
in the size of the bound).

1.2.3 SAT technology

Approaches to solving the Boolean satisfiability problethdeoadly into two classes: incomplete algorithms,
such as hill-climbing and simulated annealing, and corepddgorithms, characterised by variants of the Davis
Putnam algorithm [14, 15]. We will focus on the latter. DPdats refinement, DPLL, is essentially a search
algorithm which traverses the space of variable assigrefonta propositional formula. By representing the
formula in clause form (that is, conjunctive normal form dii) the result of each assignment can be quickly
determined: assigning a literal to true eliminates fromgheblem any clauses with a positive occurrence of that
literal, and eliminates any negative occurrences of teeditin any clause. An empty clause implies a contradiction
and causes the search to backtrack, while if all clausediarmated, the problem is solved.

A number of techniques make this simple search proceduggisimgly eficient. Modern solvers such as
Chdt [34] are focussed particularly on the type of structuredpem produced by bounded model checkers.

Unit propagation If a clause contains only one literal, it can be satisfied dylassigning it to true.

Conflict learning If the solver explores a branch of the search tree which isfoahtains no solutions, it can add
a clause to the problem to describe the branch, and so foecavthidance of this path later in the search
space.

Non-chronological backtracking

Conflict learning with scheduled lazy deletion Learned conflict clauses may be deleted from the problers if it
relevance to the current path is ifiscient; when more than a given fraction of its literals aressigned for
the first time it is removed.

Restarts Learning conflict clauses during search means that a largaiainof information about the problem
is stored. This information was not available when the eddyisions in the search tree were made. To
give the solver a chance to correct its early mistakes, theesperiodically restarts the search procedure,
retaining only the learnt clauses. A degree of randomndssdunced into the first few iterations of the
decision process helps to avoid following the same pathsateglly.

Two literal watching If, during solving, all but one of the literals in a clause bew false, the remaining literal is
forced to one. To avoid an expensive scan of all of the clausessolver watches just two literals from the
clause. When one of these literals becomes false, the seil@heck the rest of the clause, changing the
watched literal if unassigned literals remain. This chaofggbservation has a number of sidéegts during
backtracking: the watched literals do not need to changegiacktracking, and another assignment to a
previously assigned and unassigned variable will be fastany watching will already have moved that
variable.



1.2.4 Temporal Logic Normal Forms

The encoding of the LTL specification in BMC is defined recusli on the structure of the formula. While
for simple specifications this is fiicient, more complex specifications such as bounded exist@md response
patterns [17] lead to a blowup in the size of the resultinglBao formula. Recent improvements to the encoding
in NuSMV [11] have not removed this restriction.

The fixpoint characterisations of temporal operators [E8fbeen exploited in other model checking systems
such as SMV [32]; we discuss an approach to their use in andamgof LTL for BMC which produces more
compact encodings which can be solved more quickly in the SATer.

The Separated Normal Forrf20] originated in the field of temporal resolution. Any teomal operator may
be represented as either the least or greatest fixpoint oftastage function; SNF is based on the least fixpoint
characterisations of temporal logic operators. The noforah is a set of rules each consisting of one temporal
operator, which are required to hold in all states.

1.3 Related Work

Bounded model checking has inspired a number of researthextend and improve it. As well as improving the
encoding, researchers have examined the possibility afaumpg SAT solvers to be more focussed on BMC, and
on extending BMC to other temporal logics and other modetkimg problems. It is also important to be aware
of other SAT-based model checking methodologies.

1.3.1 Existing Bounded Model Checking Literature

Copty et al. [13] discuss the use of BMC at Intel on large,-keatld designs (fragments of the Pentium IV Pro-
cessor) and compare an implementation of BMC using a SATeohare with one using BDD-based satisfiability
testing to give a clearer picture of the relative advantd@?3d. They find that in most cases the SAT-based verifier
out-performs even a hand-tuned run of the BDD-based verifernote, however, as these results afgadilt to
repeat as both the programs and the circuits are internateb |

Bounded model checking has been shown tofbectve for timed systems [2, 45], by extending the domain
of the SAT solver to handle integer inequalities [3, 46, 47].

Extensions to apply BMC to other temporal logics have beadistl by Penczek et al., who have looked at
the universal fragment of CTL [37], TCTL (in the timed autaamdomain) [36], and most recently ACTL* [50].
Benedetti et al. considered the extension of LTL to the'gagtnrolling the transition relation an extra number
of times dependant on the depth of past to be considered [5].

Recently, bounded model checking has been extended to &fs@hponcurrent programming language [27].

1.3.2 Non-Bounded SAT-based Model Checking

While bounded model checking is the dominant SAT-basedigcle, others have emerged, aiming to remove the
limitation that the bound introduces. Inductive technigjf@ checking invariants were studied by Biere et al. [7]
and are fast but, since it considers all adjacent pairs téssté can be confused by unreachable states in the model
which violate the invariant. The technique is improved bg&fan et al. [43] by extending the length of the trace
considered until a connection can be made to an initial .sTdtis method is complete.

Another alternative was proposed by McMillan [33] of usingSn place of BDDs in a conventional symbolic
model checking algorithm. This method uses an adapted SW&rsto compute equivalant formulee.

Iwhile this does not increase the theoretical expressigeoithe logic, it can make certain specifcations more sutend easily under-
stood



1.3.3 Existing Bounded Model Checking Implementations

The first freely available full implementation of BMC is innggon 2.0 of NuSMV [10,11]. This has been the
development platform for novelimprovements such as the@tiReduced Boolean Circuits [26] as an intermediate
representation for the propositional formuleae. In additiogir analysis of the way in which RBCs behave allows
them to tailor the encoding process to maximise the amoustiafing within the RBC.

Since version 2.0, VIS [39] has included a simple implemigonieof BMC which is based directly on Biere
et al. [6]. The key dference with this implementation is that clauses are gesemitectly by the encoding
procedure, rather than using an intermediate representdte NuSMV does. This limits the scope for analysis
and simplification of the resulting formulae (the implemeiotahas a hardcoded type of polarity handling — see
Section 2.2.1), but guarantees a low overhead implementafithe basic encoding.

Cadence SMV, until recently, used the research implemientfatc written by Biere et al. which was restricted
to single operator specifications.

1.4 Background

We look at the theoretical basis for the work in Chapter 2.

1.4.1 Model Checking

A model checking problem is a paiM, f) of a model and a temporal logic specification.

A model M is defined as a Kripke structut&, R, L, I) whereS is a set of statedR : S — S is the transition
relation;L : S — P(AP) is the labelling function, marking each state with the $ettomic propositionsAP) that
hold in that state; antlis the set of initial states, which may be equaBtoA pathr € M is a sequence of states
%, S1,- - - € M such thavi.(s, s.1) € R. We writex(i) to refer to theth state along the path.

The model checking problem for LTis to verify that for an LTL formulaf, for all pathsz; € M such that
#i(0)el, (M, m) E f.

1.4.2 Path Loops

We say the a path is ak-loopif for all i > 0, the k + i)th state inx is identical to thd + ith state for some
[,0 < I < k. If a path is known to be a loop, it is possible to verify thereatness of infinite time specifications
such aslways(G) by checking just the firdt states in the path.

1.4.3 Boolean Satisfiability

Boolean satisfiabilitf SAT) is the problem of assigning Boolean values to variglitea propositional formula,
in such a way as to make the formula evaluate to truesétisfythe formula). For example, for the formula
(av —b) A (b Vv —C) A (—Cc v —a) can be satisfied bg.g.the assignmerda = 1,b=1,c= 0.

SAT solvers derived from the Davis-Putnam algorithm [1%5juiee input in clause form (CNF): a conjunction
of clauseseach of which is a disjunction of literals.

A number of high performance SAT solvers are available, ma&AT a convenient ‘black box’ back end for
a number of dferent problems.

1.4.4 The Bounded Model Checking Encoding

The bounded model checking encoding represlestates along a bounded paif,c together with a conjunction
of constraints requiringpmc to be avalid path in Mand be acounterexample of.fThe ‘valid path’ constraint is
a propositional encoding of the transition relation. We saa from the bounded semantics of LTL (Figure 1.1)
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Figure 1.1: The Bounded Semantics of LTL



Table 1.1: The BMC Encoding for LTL

f [§iR TEP
Gf L /\ij(:min(i,l) 1l f1]||14
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LU f | VA RAL A AZTTRTD | VLG D)L A ALY _

- VI GLRIE A AL DR A ALZHERID)
AR | VS AI A AL | Afiny L 1k v VAGGE I A AL L D)

V VIOl A AsaiLRIE A ALpL D)

that there are two ways of violating each operator in theifipation, depending on whethegmc is ak-loop; the
‘counterexample’ constraint is therefore a disjunctiothaf ways in which the specification may be violated.
We write the bounded model checking encoding of a probler khdundk, modelM and specificatiorf as

[M, -]«

Given the functiongL () which holds whenr is ak-loop with z(k) = #(I) and L(r) = \/l‘:0 1Lk which holds
whenr is anyk-loop, the general translation is defined:as

k

[M. 1= [MTc A | (-Lin) A TFIR) v \/ (1Litn) A FIR) (1.1)

1=0

where [M] k denotes the encoding of the transition relatiofvbés a constraint omwith boundk; [ f]I!‘ and[ f]|ik
denote the encoding of the LTL formufaevaluated along pathn at timei, wherer is a non-looping path and a
k-loop tol respectively. These encodings are given in Table 1.1. Bieaé show the correctness of some of these
encodings in [6]; we will not repeat their proofs here.

Theorem 1 in Biere et al. [6] states that bounded model cheosi this form is complete provided that the
boundk is suficiently large.

1.4.5 Reduced Boolean Circuits

Since BMC is built around propositional formulae, dfiaent data structure is required to store and manipulate
them. The implementation of BMC in NuSMV is based around RedwBoolean Circuits (RBCs) [1].

A Boolean Circuitis a representation of propositional formulee as a DAG. A ReduBoolean Circuit uses
a normal form to maximise subformula sharing. The vertidemnoBC consist of the internal nod®s and the
leavesV, . The following properties hold:

e Eachv e V, consists of an operatop(v) € {A, &} and a left and right edgéeft(v), right(v) € E).
e Eachv e V| contains a variablear(v).
e Eache € E has a sigrsign(e) and a target vertetarget(e) € V.

Negation is encoded into the edges by signattribute. An edge in the BC represents a subformula; itngte
to extract a formula from a BC by reading it as a parse tree.

An RBC has the following additional properties which serwvedduce the number of representations possible
for equivalent formulee:

2This comes from Definition 15 in [6]



All common subformulae are shared.

The constant only occurs in single-vertex RBCs.

For all vertices|eft(v) # right(v).

If op(v) =« thenleft(v) andright(v) are unsigned.

e There is a total order on BCs such that for all verticdsft(v) C right(v).

1.4.6 The Separated Normal Form

Gabbay's Separation Theorem [23] states that arbitrarpéeatformulee may be written in the for@&(A; (P = F))
whereP; are (strict) past time formulae afg are (non-strict) future time formulee.

Fisher [20] defines a normal form for temporal logic basedlenSeparation Theorem and gave a series of
transformations for reaching it. The general form of SNFhis $ame as the separation theorem; the implications
P, = F; are referred to asules Since neither LTL nor CTL have explicit past-time operatdBolotov and
Fisher [8] define thatart operator which holds only at the beginning of time.

(M, ) k=, start & (i) €|
The possible rules are thus

start = \/ [ An initial rule /\ li = X \/ [; A globalX-rule
i i i
/\ li=F \/ Ij A globalF-rule
i i

wherel; andl; are literals.

The transformation function$(¥) recursively convert a set of rules which do not conform te tlormal
form into a set of rules which do. To convert any temporalddgirmula f to SNF, it is sificient to apply the
transformation rules to the singleton ¢start = f}. For brevity, we do not list the full set of transformations
here; in general they are trivially adapted from those in §8from standard propositional logic.

To((P = G fjUW) = {X i IfAAXX)} U To(P)

P=gVv(fAX
Tu({P= fUgQIUY) ={x= X @V (f AX)rUTyu(¥)
P=Fg
P=Gf(x

TP = G 1F LW = {7 2 5

} U Trenl(\p)

In each of the above transformations, a new variatike introduced: the conversion to SNF introduces one
variable for each removed operator (in the first two tramsftions above) in addition to the renaming variables
used to flatten the structure of the formula (in the last fiamnsation above).

The transformationsto rules are based on the fixpoint ckexiaations of the LTL operators. All LTL operators
can be represented as the fixpoint of a recursive functiofy fb& transformations encode the corresponding
function as a rule which is required to hold in all states. yahbse operators characterised by greatest fixpoints
are convertedglways(G) andweak until(W); until (U) is first converted toveak untiland sometimédor its
transformation) which means that teemetimeperator remains unchanged.



By Tarski’s fixpoint theorem [48] we know that a finite numbditerations of a rule is dticient to find its
fixpoint. Thus the instance of the introduced variable agtirolds if the original operator held at tirie For a
formal proof of the correctness of the transformations[2&



Chapter 2

Progress

Progress towards the thesis hypothesis has so far coneehtna the encoding of the temporal logic part of the
model checking problem. We initially considered optimisas available to special cases of the specification
(specifically, single operator specifications), analydimg number of clauses expected from the encoding and
exploiting subformula renaming to improve the encoding.

By converting the specification to a normal form such as SNFare able to apply renaming more generally,
directly to the temporal logic expression. In addition, twversion to SNF reduces the variety of possible
temporal logic expressions, meaning that the encoding dpgsitional logic can be more focused. We have
modified SNF to apply transformations to more temporal dpesa and proven the correctness of these new
transformations.

Our implementation of the SNF encoding, written as an maatifim of a publicly available model checker,
has been used to demonstrate the advantage of the SNF-lraseiings.

2.1 Improving Specification Encoding

We look at how bounded model checking can be improved by &rgon the encoding of the specification,
rather than that of the model.

2.1.1 Special Case Encodings

The first attempt that we made at improving the encoding ofsiiecification was to consider particular ways
of renaming subformulae. The work is based on that of Nonng¢regial. [35] on choosing renamings based on
computing the number of clauses expected from a naiveekaus) conversion of a formutaWe computed the
expected number of clauses produced by the bounded modekioheencoding as a function &fand used the
resulting formula to motivate particular renamings.

While this approach can give good results, it is labourrieige and is subsumed by by more intelligent CNF
conversion such as that considered in Section 2.2.1.

2.1.2 Temporal Logic Normal Forms

We demonstrate that an encoding based on the conversioat@ittporal logic specification to SNF can overcome
the limitations of the recursive nature of the encoding. e give a simplification of SNF which exploits the
greatest fixpoint characterisations in addition to thetléi#point characterisations, and which reduces rules to
relating successive pairs of states, but depends explaitthe bounded nature of BMC.

1The clause form generated by the recursive applicationeo$tistitutiora v (b A ¢) — (aVv b) A (aV c).

10



SNF for BMC

Each rule resulting from the standard SNF transformatieenisoded at each state that we wish to consider for
bounded model checking. In the non-loop case, this meamnghbe&ENF formula is satisfiable only if enough
states are considered for the fixpoint characterisationsach stability; similarly in the loop case, the formula is
satisfiable only if the stability is reached within the lodghe result is that the simple encoding below is satisfiable
iff a witness exists before the bound.

For a set of rule¥, the encoding up to stdpis performed by first taking the> operator to be implication and
converting the rules to NNF. The specification is then end@dg(non-loop case to the left, loop case to the right):

AN v\ N\

i=0.k ye¥ 1=0.ki=0..k ye¥

where the encoding operatfr. .] is defined as below. Writing for atomic propositionsf andg for arbitrary
PLTL formulee, and € N U {-} denoting the loop-back point (fbre N) or the absence of a loop (foe -),

i[all, = a(i)
\[-all, = —a(i)
F v gl =D v lgll
Lf A gl = I A g

) ifi=
|[[start]]:('={T " 0_
1 otherwise
FDEE if i<k
X f1 = {if, i =kandl e N
L otherwise
TR g2 | Vi [T T Te Ny
KTV otherwise

Since nesting of temporal operators is dealt with duringtthesformation to SNF, the encoding above does
not sufer from the recursive nature of the encoding in [6]; a tempoparator cannot appear in the argument of
another temporal operator, so the result of the encodingihrolose to propositional clause form.

The Fixpoint Form

Since SNF converts only the greatest fixpoint operatorgaves rules containing the operator unchanged;
unfortunately these rules are the pathological case ferghcoding. Sinc€ is kept to preserve the semantics of
the other least fixpoint operators after their removalraasformation must preserve this least fixpoint behaviour.
This is achieved for bounded model checking by restrictirggevaluation of the resulting rules to the represented
states, by introducing an operator which holds only in thelfiapresented statbound.

P=fvx
TE(P=>FfluY)={ x=>X(fvx ;u¥
bound = f v =x

The correctness of this transformation for bounded modetking is shown in [22].
The encoding for the Fixpoint Form is the same as for SNF, wi¢éhadditional encoding fdvound below.
The encoding foF is no longer needed, as all occurrences are replaced usinigattsformation above.

11



Table 2.1: Timing results in zClftefor the MSI cache coherence protocol

Processors Specification| Bound | NuSMV | SNF | Fixpoint
2 Request A 10 4.40 1.73 1.53
2 Request A 20 19.40 | 5.82 9.97
2 Request B 10 2.65 3.63 2.69
2 Request B 20 49.78 | 8.63 | 16.42
3 Request A 10 13.00 | 3.03 2.50
3 Request A 20 39.22 8.2 5.79
3 Request B 10 4.60 6.66 5.93
3 Request B 20 5494 | 62.11| 40.25
3 Request C 10 4.58 6.64 5.91
3 Request C 20 44.8 | 50.27| 37.65

ifi =k

. T
bound];, =
I T {L otherwise

Texas-97 Benchmarks

We examine a number of model checking benchmarks frormidkas-9henchmark suite [4]. These benchmarks
have been converted from the Blif-mv representation to Shiniat by a locally modified version of the VIS
model checker [39]. We run these benchmarks at fixed bourdissgort the time spent by zCfia

MSI Cache Coherence Protocol

This is an implementation of a Modified Shared Invalid caatteecence protocol between two or three processors.
We examine two of the specifications of behaviour from thechemark. The results are summarised in Table 2.1.

e Whenever processor A requests the bus, it gets the bus iregtelock cycle. Listed as “Request A’ in the
results.G(busreqA— X busackA)

e Whenever processor B (or C) requests the bus, it gets therbysvben Processor A did not request the
bus. Listed as “Request B” or “Request C” in the resu@ébusreqB — F busackB

Instruction Fetch Control Module

This is a model of the instruction fetch control module of thgerimentatrorcn microprocessor developed at
Stanford University. Three models are examined; from tkegdecompanying the benchmark set:

¢ |FetchControll: The original instruction module with sealeassumptions on the environmental signal.
e |[FetchControl2: As IFetchControll except that the memeal signal is always low.
e |[FetchControl3.v: As IFetchControll except that the instion cache line is assumed to be always valid.

We examine three specifications from the benchmark. Thédtsesme summarised in Table 2.2.

e The delayed version of a signal should, in the next states tiasignal’s previous value. Listed as “Delay”
in the resultsG(IStall_.s1 — X IStall_s2)

12



Table 2.2: Timing results in zClffefor the Instruction Fetch Control Module

Model Specification| Bound | NuSMV | SNF | Fixpoint
IFetchControll Delay 10 0.94 0.45 0.44
IFetchControl2 Delay 10 0.99 0.40 0.40
IFetchControl3 Delay 10 1.29 0.39 0.50
IFetchControll Refetch 10 3.69 0.91 0.82
IFetchControl2 Refetch 10 3.30 0.89 0.81
IFetchControl3 Refetch 10 3.74 1.49 1.88
IFetchControll| WriteCache 10 3.58 1.68 2.47
IFetchControl2| WriteCache 10 2.67 1.65 1.78
IFetchControl3| WriteCache 10 2.78 2.24 1.40

e As above, for the Refetch state. Listed as “Refetch” in thsailts.
G((PresStatesl = REFETCH — X((PrevStates2= REFETCH)

o WriteCaches2becomes one in some paths befdfdte Tags2becomes one. Listed as “WriteCache” in the
results.

—-[-WriteTags2U (WriteCaches2 A —=WriteTags2)]

2.1.3 Past Time Logics

The past LTL construction in NuSMV [5] considers multipleralings of the loop to establish the past temporal
horizon. This means that the number of states over which pleeification must be computed can by much
greater thark. We argued in [22] that the time taken to construct the BMCoeing of an LTL formula grows
polynomially with the number of states considered, andttiebrder of the polynomial corresponds to the number
of nested temporal operators. The potential advantageeddig using SNF is greatly increased by the large
number of states that are considered in past LTL problems.

The extension of the SNF encoding to past is relatively stnagl SNF was originally defined over a past-time
logic. We add transformations to handle nestings of futmek @ast operators, separating past onto the left hand
side of rules, and future onto the right. As the past is careid finite, least fixpoint operators do not present a
problem. The result of the encoding includes only stepwést pperatorsq andY) which are readily converted
to X. This means that the encoding given above can be used girectl

In order to stress the ability of the two methods to process pperators and to find short counterexamples,
we conceived the Count@t] problem set: a counter starts at 0, progresses i #nd then loops back &t/2.

We evaluate properties of the forR{i), of the form

—FO((c=N/2)AO((c=N/2+1)...AO(c = N/2+i)...)))

The value ofi is a measure of the nesting of past operators, while thetateiof the property requires that the
loop (of lengthN/2) must be traversed backwards several times in order th @eaounterexample.

The results are reported in Table 22..Fhe direct encoding siers from the nesting of the property, which
influences the past temporal horizon and therefore reqaitasger number of virtual unrolls. Most of the time
is in fact spent in the generation of the encodings. On théraon the encodings are generatéiicgently by the
SNF-based method, and the time required by the SAT solvdsdsvary limited. SNF-based encodings seem to
yield a significant speed up, even if longer paths need to peeed in order to find a counterexample. Notice
however that in this problem set the component related tontheel is not very significant. Although the ability

2Run times on a Pentium 3, 700MHz, with 512Mb RAM.
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Table 2.3: The results for Countdl). T.O. indicates a runtime exceeding 3600 secs.
Counter(16) Counter(32) Counter(64)

N BMC SNF BMC SNF BMC SNF
P(0) 0.17 8| 0.08 8 1.8516| 0.3116| 43.27 32 222 32
P(1) | 16.3517| 0.3517| 1040.08 33| 2.4433| T.0.34 26.91 65

P(2) | 324.58 17| 1.25 26 T.0.22| 10.76 50 141.12 98
P(3) T.0.13| 3.48 35 33.94 67 550.41 131
P(4) 8.32 44 91.08 84 1688.11 164

to construct counterexamples with virtual unroll of thetpagght be a win, there is clearly a tradébetween
the time that is saved in searching shortened counterexampmpared to the time that is invested in generating
more complex encodings.

2.2 General Encoding Improvements

We have considered two particular methods of improving grégomance of BMC without a deep analysis of the
encoding, but rather by aiming to generate better inputfeiSAT solve and by reducing the number of times the
SAT solver is called.

2.2.1 Clause Form Conversion

One major diference in the implementation of NuSMV as compared to the M@€Brogram is the use of Reduced
Boolean Circuits [1] to store the Boolean formula as it isgetonstructed. The CNF conversion used in NuUSMV
is very simple and does not take into account certain dethtlse structure preserving CNF conversion [38] such
as the dependency of the conversion on the polarity of théoeulola and not renaming disjunctive subformulae.
A formulaa A b is converted to the clausésx, a}, {—Xx, b}, {x, —a, =b}.

As an example, consider a specification of the fofifap A X (a1 A ... Xa,)). The SNF conversion produces a
large number of implications of the formy(i) — a(i + 1) A x3(i + 1) as a result of renaming the nestedperators.
These implications are represented in the RBC as the fora(uigy (i) A =(a(i + 1) A x1(i + 1))), which is encoded
as the clauses

{=x,a(i + 1)} {=Xa, =Xo(i)}
{=X%2, x1(i + 1)} {=X3, = X1}
{X, ma(i + 1), xa(i + 1)} {X3, Xo(i), Xa}
{-Xs}

where a more direct conversion would have yielded two claase no extra variables:
{=xo(i), a(i + 1)} {=Xo(i), Xa(i + 1)}
We will represent transformations on graphs as a rewritfrggraph together with a list of saved clauses:
aob— (c),({d.e f}.{g. h.i})

denotes the replacement of the subgraph represeatifgwith ¢, and producing the clausés e, f} and{g, h, i}.
Transformations are applied in depth-first order, staréitiie leaves of the graph.

In the following discussion, sets of clauses are denotedapital letters and may be combined with set oper-
ations; the cross product of two sets of clausesB denotes the clause set obtained by applying the convehtiona
clause form conversion (recursive applications of thedf@mationa v (b A c) — (aVv b) A (aV ¢)) to the
disjunction of the CNF expressions fArandB.
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|A |B| [AxBl VAXB) | XVYA(X=AA(X=B) Vv(XVyAa(Xx= A)A(y= B))
1 1 1 0 3 2
1 n>1 n 0 2+n 2
2 2 4 0 5 2
2 3 6 0 6 2
3 3 9 0 8 2

Table 2.4: CNF conversions for disjunctiof¥} = number of clauses iX; v = number of auxiliary variables.

The NuSMV RBC CNF Conversion

The original clause form conversion used in NuSMV is basedhenstructure-preserving clause form conver-
sion [38]. The restrictions of RBCs mean that it is not imnagely apparent whether a subgraph has positive or
negative polarity; NuSMV overcomes this by renaming allgralphs in both positive and negative versions:

anb— (Xap), ({—Xab, & b}, {Xan, =&}, {Xan, —b})
a o b — (Xap), ({—Xab, & b}, {=Xan, =&, =b}, {Xan, &, =b}, {Xan, & —b})

Every subformula is renamed, which avoids the exponentialexplosion that occurs with the conventional
CNF conversion, and it allows the output formula to mimic #teeicture sharing of the RBC: where a subgraph
has more than one incoming edge, the subgraph is encodedmcdy

Large chains of disjunctions are common in formulae generayeBMC. These are particularly iffeciently
encoded as each disjunction is represented by a negatedhctiop; for a disjunction afi+ 1 variables, 8 clauses
are generated with + 1 introduced variables.

The Compact RBC CNF Conversion

We overcome the lack of polarity information by performingiaitial depth-first traversal of the graph and mark-
ing each node in the graph with the number of incoming vestigith positive and negative polarity (fes, the
polarity is “both”; we increase the counts of both the pesitind negative references of the children). This infor-
mation is then used for renaming: if there are two or moreregfees of the same polarity, then the subformula
represented by the vertex is renamed.

The conversion is biased towards generating long claus&B.s8lvers using conflict learning [30] must be
able to dficiently handle the large numbers of very long clauses thattéthnique generates using lazy data
structures [29]. This technique also reduces the disadgamf repeating subclauses where the introduction of
extra variables can be avoided (auxiliary variables dedpesearch space although we are guaranteed to be able
to eliminate them with unit propagation). This results iruanber of decisions in the handling of negative polarity
conjunctions.

Given a disjunction of two subformula andb, we apply the clause form conversion to the subformulae
giving clause set& andB. The size of the conversion afv b depends on the technique; Table 2.4 compares
the conventional CNF conversion with the structure praéagreonversion. The middle pair of columns show the
conventional clause form conversion, and the right painsti@ structure preserving clause form conversion. We
take|A| = 2,|B| = 3 as the cut-fi point for choosing the conversion mettfod

In practice, we take a hybrid option (not shown in the tabfepoaming only one child of the disjunction; this
avoids introducing one extra variable and an extra clause.

3In fact, we encod¢A| = 2,|B| = 3 using the conventional method to reduce the number ofianxivariables; compare with the method
in [35] which renames subformulae even if it results in the s@mmber of clauses being produced.
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Transformations

The transformations replace a subtree with a pair of clagtses= (X*, X™), for positive and negative polarity; a
negation swaps the elements. If no references are made #otiaytar polarity, the conversion is not made (this
condition is omitted from the rules below, for brevity); ffare is more than one incoming edge for a particular
polarity, a renaming is done. Thus we have several setsméfsemation rules, including:

¢ If no renaming is to be done (that is, the reference countsateand the number of clauses representing
the children is small)

AAB— (A*UB",A"xB7),0
acob— (A*xB)UA xB),(A*xB)U(A"xB)),0

o If reference counts are 1

AA B — {{=x}} (X)), ({{=x}) x (A" U B")) U ({{x}} x A~ x B")
aob— O, ({({-x} x (A*xB)U (A" xB)) U ({{x}} x (A* x BY) U (A" x B7))

¢ If the number of clauses representing the children is grélaém the cutff point

AAB— (ATUB* A x {{X}}), {{-x}} x B~
aeb— (A" x{{x}}) U (A x {{=x}}), (A" x {{x}}) U (A" x {{-x}})),
({H=x} x BY) U ({{x}} x B7)

In summary, we choose between the conventional clause fonmvecsion and the structure preserving conver-
sion in such a way as to minimise both the clause count andutkigaay variable count.

2.2.2 Dynamic Step Size Adjustment in Iterative Deepeningearch

The correctness of BMC relies on finding a large endkighensure comleteness of the translation; unfortunately
the time taken grows exponentially with A typical solution is to repeatedly try to solve the problerith
increasing: in effect, an instance of IDS.

If an iterative procedure such as IDS has the property tHatisos at a given iteration are also found at later
iterations, it is possible to skip iterations without logscorrectness. We examine the conditions required for
skipping to be worthwhile give an algorithm for dynamicadigapting the skipping to the behaviour of the search
procedure.

We consider the problerhwith solutionr, writtens | f. If a solution is found during IDS at depthwe write
7k f. We writeT(f, i) for the time taken for théh iteration. We make the following simplifying assumptson

e If f has a solution, this solution may be found by iterative daamesearch to some depkh 7  f —
Ak -7y f

e If f has a solution at depththen it is solvable at all greater depths=; f —» Vj >i,7n |5 f

e T(f,i)is monotonically increasing with Vj > i, T(f, j) > T(f,i)
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To decide on the size of a step to be taken, we consider thencitances under which a particular step size
will save time overall. Suppose we are currently at deéthring the IDS. It is preferable to solvel. f next
rather than the sequenée,; 7 j fiffi+A > nandT(f,i+A) < 2?=i+1T(f, j). We choosé+ A using a simple
heuristic: the first solution of is equally likely to lie at any deptk, 0 < k < o0, SO we taken = i + (%]. While
other heuristics are possible, this was found to giveaantly good performance in testing.

We approximatd (f,i) as an exponentidla, which is appropriate for many possible applications idoig
bounded model checking. We determinedtandb using standard statistical methods on the past behavidheof

search, and hence choose a maximuwmhich satisfies the conditions above. We propose the fofiguigorithm
for IDS with dynamic step size adjustment.

e Initialise: a,b « oo, current depth « 0, list of past behaviouB « []

e Until a solution is found, loop:

— Solver | f, recording the time taken in
— Append the paiti, t) to B
— Use best-fit orB to determinea andb
— Chosea such thaba*™ < Z';L%ﬂ bal
—ile—i+A
Our preliminary experimental evaluation demonstrate&fiieacy of this method on bounded model checking

problems; however, other iterative-deepening-style l@rols must be tried in order to determine the generality of
the heuristic chosen.
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Chapter 3

Plans

3.1 SNF in Context

The SNF encoding can be related to the two other main appesaoh.TL model checking: the standard BMC
encoding and the automata-theoretic conversion of [24]Jtamdany refinements.

3.1.1 SNF as a renaming strategy

The BMC encoding and the SNF encoding must be equisatisfibfact, it is clear by inspection that one may
be obtained from the other by renaming. For example, the B @ing ofG x is Aj-q k Xi, and by successive
renaming we can obtaiky A Yo A (Yo = Ai—1k %), thenxo A Yo A (Yo = X1 AY1) A (Y1 = Az k %), and so
on. Indeed, this is very similar to a repeated deconstrafds x asx A X G x which can leads to the fixpoint
characterisation.

In order to more fully understand the SNF encoding, we mussicter its relationship to the BMC encoding.
In particular, if the SNF encoding is obtained more quickhyg @asily than the equivalent renaming of the BMC
encoding, it goes some way to justifying the use of SNF.

3.1.2 SNF as automata

Traditional methods for model checking LTL are based on avemion from the temporal logic to a Biichi au-
tomaton [12, 24]. While these techniques are directly applie to BMC [45], they have not been widely studied.
We note that the fixpoint form (Section 2.1.2) is very closari@utomaton representation, and in fact we can give
a conversion to automata for it. This similarity demandssatification of the use of SNF. An important point to
consider here is the closeness of SNF to CNF, and whethepdtsisible to &iciently convert a Biichi automaton
to CNF.

Later work on automata representations of LTL [19, 44] hatuited preprocessing of the LTL formula to
reduce the number and depth of temporal operators; andrposgsing of the automata to reduce the number of
transitions and states. The preprocessing should be Igiegtlicable both to SNF and to BMC encodings; while
the postprocessing may prove to be adaptable to SNF. Ircpkntj work by Schneider on reducing the number
of fairness conditions [41] has strong parallels with warlSNF by Degtyarev et al. on reducing the number of
eventualities [16].
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3.2 Further work on SNF

The conversion to SNF inevitably introduces a large numlextra variables. Almost as a corollary to Sec-
tion 3.1.1, we can consider how these variables may be diaihwhen they are not needed, in some circum-
stances resulting in the original BMC encoding. The itemswéave been implemented, but results from the
preliminary evaluation is not promising. Also, the propestwhich make the transformations possible occur only
if past time operators are not considered, though there raayays of lifting this limitation that we have not yet
investigated. This may not be suitable for inclusion in thesis.

Rule Dependency

Each ruler has exactly one left hand side variab(e), and a seS(r) of right hand side variables. We say that a
rulerg is dependent on rulg iff v(ro) € S(r1). We can simplify the encoding by following the dependenapi
when encoding to decide which rules to encode in which st&msexample, given rules

start = f A X
X=4J

start = gAYy
y=X(gAY)

The conventional encoding would encode the second andhfoules in all states, and the first and third in
the first state only. However, we are only interested in tlo®isd rule in the first state, since it depends only on
the first rule. By following the dependency graph, we encbeesecond rule only once, but still make the chain
described by the fourth rule.

Implementing this scheme is mordiitiult than the simple encoding method, but NuSMV includesfén e
cient DAG implementation which we may be able to use heres Wauld have the sideffiect of automatically
eliminating duplicated rules.

Rule Chaining

Where a given variable occurs as the left hand side of exaniyrule and in the right hand set of exactly one rule,
we may chain the rules together, eliminating variables.eRifg to the example rule set above, we see hat
referred to only by the first rule, making it possible to conihe rules to form the

start = f A Q

By exploiting the dependency graph here, we can make thanicigastate-dependent. Both the third and
fourth rules refer to variablg, but the sets of states in which they do so are disjoint. Tkiams that the rules are
combined to form

start = gA X(gA X..))

The overall &ect here is to eliminate any unnecessary introduced vagablhe only introduced variables
which remain are those necessary to sharing subformulaemlains to be seen whether this conversion will
remove the advantage of SNF: it has been suggested thattieased performance is due, in part, to the breaking
up of the specification into constraints covering pairs afegt, mirroring the nature of the encoding of the model.
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3.3 General Encoding Improvements

3.3.1 Problem Invariants

In most real problems, much of the state space is unreachrabtethe initial state. A number of methods are
available for the removal of some of the unreachable states SAT encodings of planning [28] which may be
adaptable to model checking. A formula describing all ofdhesachable states could be unwieldy; constructing
an approximation to this formula can make iffstiently small and simple to incorporate into the encodingjievh
retaining enough expressive power to be useful. Selman aundzigive a method of constructing a Horn clause
approximation to a formula [42] and Williams and Nyack studyplanner which uses a related “compilation”
scheme to generate an invariant [49]. Rintanen [40] givegeaative algorithm which incorporates a weakening
operation at each iteration to increase the generalityeofahmula.

For model checking, the established method of producingxanession characterising the reachable states
is to use standard BDD techniques to find a fixpoint of the ttimmsrelation, starting from the initial state.
The resulting BDD can be converted to an RBC for inclusiorhima BMC formula. Incorporating a weakening
operation into the reachable states construction in tHe ef{40] or [42] should be particularly beneficial from
the BDD point of view: a weaker formula represents more stafi¢h less specificity, and hence has fewer nodes.

While work in this area could be promising, it seems unlikiblgt the time remaining is ficient to do the
topic justice. This will almost certainly not appear in thesis.

3.4 Integer Encodings

Present implementations of BMC use binary encodings oferefor arithmetic: NuSMV is constructed around
a BDD conversion of any arithmetic. There is, however, ené#efrom the constrain-programming-as-SAT com-
munity that binary encodings are ifieient for SAT solvers to deal with and that unary encodingssaperior,
despite the exponentially higer number of variables inedlv

Cumulative unary is a varient of the one bit per value enapdfrintegers. Consider a set of variablesx2, . ..
representing integer. The cumulative integer interpretation of a variaklesn > i. Thatis, to represent an integer
n, we requirexg AXg A. .. Xn A= X1 A= Xns2 A . . .. The main advantage of this encoding over standard unangis t
inequality can be established with a linear, rather thardratec, number of clauses. In addition, the constraint
required to establish the cumulative unary property (coction of x;, = x_1) are much simpler than those to
establish non-cumulative unary (at-most-one and at-@astconstraints).

Cumulative unary is used by Bailleux and Boufkh&dl [to encode cardinality constraints using a tree of
summations of increasing length. They are able to show ket €ncoding of summation can be solved using
unit propagation under certain circumstancesfisient constraints on the input and output variables to éstab
a unigue result). We generalise their construction heresatehd it to other arithmetic operations with a view to
using the encoding during bounded model checking.

3.5 Evaluation

Finding good problem sets to evaluate the encodings hasstemdy been a challenge. ThHexas-9tenchmark
suite [4] referred to above includes a variety of interaspnoblems that we have not yet studied, as does the new
VIS test suite [25].

LTL to automata conversions are typically evaluated witta@é number of randomly generated formulae
together with a number of hand-picked examples. Whie thihotecould be used to help evaluate the performance
of the LTL encodings discussed, it does not give any indicadif the sensitivity of the process to the complexity
of the model.
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3.6 Outline

Introduction Introduce the topic of the thesis, brief overview and mdioa
Literature review
Background theory Introduce the basis for the work to follow

e Temporal logics: LTL and CTL
e Model checking, symbolic model checking

Bounded model checking
o SAT

Internals of NuSMV: since NuSMV will be used for all of the évation, the methods used to encode
the model must be examined.

General Encodings This comes first, as the evaluation of SNF in NuSMV depend&erCiNF conversion to be
meaningful. In several chapters:

CNF conversion Discussion of trade®s and dfferent behaviours in the SAT solver; performance evalua-
tion.

Integer encodings Binary versus unary; consideration of CSP-as-SAT litesgtperformance evaluations.

Skipping during IDS

Encoding the Specification This also breaks down into several chapters:

Overview of SNF Full discussion of transformations.
SNF for BMC How the encoding works, and how SNF for bounded LTitetis from straight SNF
Fixpoint Form

Evaluation A detailed comparison between SNF, fixpoint, and the trawdi encoding: from the point
of view of the SAT solver, considering unit propagation tsnand from the point of view of a wide
variety of benchmark problems.

SNF and Automata Relating SNF to automata-theoretic LTL systems; perforreatomparison in BMC
with automata based encodings.

SNF and CNF Putting SNF in the context of clause form; relating the efregtb renaming of the original
encoding; consideration of the unit-propogation behavidisNF.

Conclusions

3.7 Proposed Timetable

We aim to submit at the end of the calendar year. In order teeaelthis, writing the thesis and investigation
of some of the above topics will happen simultaneously. Thetable below includes particular milestones, but
throughout the remaining time, work will continue on the tiemark suite which will be used for evaluation at
various diferent stages.

August Start to outline thesis; construct introduction, literatweview, background theory sections. Evaluate
automata-based encodings, and write section.

September Investigate SNF as a renaming strategy. Write up SNF engedin
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October Evaluate rule dependency and rule chaining. Complete figmains section
November Complete general encodings section

December Proof reading and submission of thesis
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